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The Problem

Increase of Cyber attacks

AOL
ateat | 2, 400, 000
l UPS
. T Kom garﬁdit '#4?,’!'.12 Yahoo Japan
. . . — sank Leishes SETEIED Washington
Adapt Security Policies . . e
| gg’g?agl UbiSoft
o Aeple fm DRl e 50,000,000 unknown
l D . Evernote =" vk
[] 50, 000, 000 . sw%
rmBmm(iamigv::o Seribd ;m: ZZ?OFO)DEJ?DS
Unusable & Unsecure Password Policies ) ¢

Yahoo Voices

Steam

KT Corp. 35, 000, 000

Infographic: Password Leaks, 2012-2014 - [Link]



http://www.buzzfeed.com/charliewarzel/its-2014-and-our-passwords-arent-getting-better

Literature Review

* Analysis of Passwords
e User Studies
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Literature Review

—> Password Strength

* Analysis of Passwords

> Number of Passwords & Reuse

e User Studies

e Password Policies Analysis




Literature Review

* Analysis of Passwords

> User Password Management
* User Studies

> User Behavioural Models & Theories

e Password Policies Analysis
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* Analysis of Passwords

e User Studies

* Password Policies Analysis > Empirical Studies

? Policy Simulations




Methodology

 Review of Standards and Guidelines

e Qualitative Analysis




Methodology

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

e Review of Standards and Guidelines :
SR\
ISO
g

ISOINIEC 27001:2013

- 10 Candidates
e Qualitative Analysis . - Face-to-Face Interviews

- Developers, Policy Makers & InfoSec Specialists
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Discussion of Results

" The Compliance Problem

I AM MORDAC, THE
PREVENTER OF INFOR-
MATION SERVICES. T
BRING NEW GUIDELINES

“ALL PASSWORDS MUST
BE AT LEAST SIX
CHARACTERS LONG...
INCLUDE NUMBERS AND
LETTERS .., INCLUDE A

FOR PASSWORDS, 3
MIX OF UPPER AND %
LOWER CASE..."
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“Pictures as passwords”, Belt Ibérica 2004 [Link]

“USE DIFFERENT PASS-
WORDS FOR EACH SYSTEM.
CHANGE ONCE A MONTH,
OC NOT
WRITE ANY-
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http://www.belt.es/noticias/2004/septiembre/30/pictures.htm

Recommendations

* Increase communication between Researchers & Professionals
* Improve the Efficiency of User Training

* More Usable Oriented Standards & Guidelines
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Summary

e Contributions




Summary

—> 1. Qualitative Analysis of Policy Makers

e Contributions > 2. Areview of the current state of guidance
— > 3. Top 10 Advice for Developers
—> 4. Recommendations for

Developers/Researchers/Auditors




Summary

e Contributions

—> Time Framework
 Limitations ——

—> Sample Size




Summary

e Contributions

* Limitations

e Future Work




Thank You for Listening

1

This belief of the fundamental conflict between strong computer
security mechanisms and usable computer... According to this
belief a computer system must employ security mechanisms that

are sophisticated and complex and therefore difficult to use. ' , ,

1prof. Matt Bishop “Security and Usability: Designing Secure Systems that People
Can Use” — p.1, Chapter |, Cranor (2005)




