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“It’s 2014 And Our Passwords Aren’t Getting Better”, Buzfeed [Link]

http://www.buzzfeed.com/charliewarzel/its-2014-and-our-passwords-arent-getting-better


Increase of Cyber attacks

Adapt Security Policies

Unusable & Unsecure Password Policies
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Infographic: Password Leaks, 2012-2014 - [Link]

http://www.buzzfeed.com/charliewarzel/its-2014-and-our-passwords-arent-getting-better
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Password Strength

Number of Passwords & Reuse
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User Password Management

User Behavioural Models & Theories
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Empirical Studies

Policy Simulations
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• Review of Standards and Guidelines :

• Qualitative Analysis :
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 The Compliance Problem

 Lack of Practical Advice

 Complex is Better
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“Pictures as passwords”, Belt Ibérica 2004 [Link]

http://www.belt.es/noticias/2004/septiembre/30/pictures.htm


• Increase communication between Researchers & Professionals

• Improve the Efficiency of User Training

• More Usable Oriented Standards & Guidelines
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This belief of the fundamental conflict between strong computer 

security mechanisms and usable computer… According to this 

belief a computer system must employ security mechanisms that 

are sophisticated and complex and therefore difficult to use. 1

1Prof. Matt Bishop “Security and Usability: Designing Secure Systems that People 
Can Use” – p.1, Chapter I, Cranor (2005)
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